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Introduction

Several lessons can be extracted from the military operations conducted during the war on Gaza. The
significant escalation in the use of drones by various factions has made them a central component
of both state and non-state actors' military strategies. Drones, or unmanned aerial vehicles (UAVs),
offer these actors the ability to carry out different operations without the need for direct human
presence, subsequently buying down the risk of one's forces.

In the Gaza conflict, state actors like Israel and Iran have leveraged advanced drone technology
extensively. Meanwhile, non-state actors such as Hamas, Hezbollah, and the Houthis have also
employed drones to strike Israeli positions and disrupt military operations. This makes the Gaza war
a unique turning point, where for the first time in history, such a wide range of actors are deploying
drones in conflict. While ISIS has been deemed a pioneer in the mass-weaponization of commercial
drones' and the war in Ukraine has long been considered a defining drone battleground,? the Gaza
war introduces new dimensions, given the diverse range of participants, the variety of drones being
used (both commercial and advanced military drones), and their strategic applications.

This paper seeks to explore the combat effectiveness of drones in the ongoing Gaza war by examining
theirrole, types, operations, and the broader strategicimplications. Specifically, it addresses the following
questions: How effective are drones in combat? What role do they play in the ongoing war? How have
they influenced the future of the Palestine-Israeli conflict and the rules of engagement in the region?

The Use of Drones in the Gaza War

Fordecades,drones have beena pivotaltoolinmodernwarfare, constantly evolving with each conflict.
Every new instance of drone use sparks fresh discussions about their strategic applications. While
the Ukraine-Russia war has long been seen as the primary battlefield showcasing the significant role
of drones, the current war in Gaza is now revealing new developments, both in terms of their tactical
deployment and the broader implications of drone warfare.

Given that the war in Gaza has expanded across a significant portion of the region, we now see both
state actors like Israel and Iran, as well as non-state actors such as Hamas, Hezbollah, and the Houthis,
widely employing drones. These actors utilize a mix of off-the-shelf drones and more advanced
military-grade drones, demonstrating the increasing accessibility and strategicimportance of drone
technology in modern conflicts.

Drones were indeed used from the very beginning of the war. On 7 October 2023, during the initial
incursion, Hamas effectively coordinated the use of drones to disable Israeli surveillance capabilities

1 Dan Gettinger, "Drone Wars: The Legacy of the ISIS Drone Program," paper presented at "Militias and Armies: Developments in Combat and Political
Performance of Armed Non-State and State Actors" Conference, The Arab Center for Research and Policy Studies, 22-24/2/2020.

2 See: Gloria Shkurti Ozdemir, "Conceptualizing the Rise of Tiirkiye as a Drone Power," Strategic Paper, no. 5, Arab Center for Research and Policy Studies,
19/9/2022, accessed on 15/10/2024, at: https://tinyurl.com/bdd4asw3
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by targeting cameras and communication towers along the Gaza border. This created a "smokescreen,"
enabling ground forces to advance undetected and severely disrupting Israel's command and control
systems.? Going into more detail, it is believed that on 7 October, Hamas utilized two types of drones:
commercial off-the-shelf drones equipped with explosives — a tactic commonly used by non-state
actors — and a new fixed-wing drone that appears to have been deployed as a loitering munition. The
off-the-shelf drones are thought to be DJI quadcopters, as video footage shows such a drone bombing
an Israeli Merkava-4 tank. Additionally, videos reveal the use of the fixed-wing Zouari (Al-Zawari) drone,
produced by Hamas, which was employed as a one-way drone and was used in concert with the rockets.

Moreover, Hamas is believed to possess another long-range drone, the Shehab, which carries a 30kg
warhead and has a range of up to 250 kilometres. While it remains unclear if this drone was used
during the October 2023 assault, it is part of Hamas' known arsenal.

Hamas'use of drones goes beyond mere surveillance and reconnaissance. They have employed drones
to disable CCTV cameras along the Iron Wall, destroy the communication antennae, neutralize key
infrastructure, and even, to some extent, confuse and overwhelm the Iron Dome defence system. By
cutting the information flow between the commanders of the Israeli army and the subordinates and
saturating Israel's air defences, Hamas created an opportunity for ground forces to manoeuvre more
freely. This tactical use of drones enabled Hamas to counter Israel's superior military technology
effectively, particularly in the early stages of the conflict.

Conversely, Hezbollah possesses a larger arsenal of advanced drones, many of which have been
supplied by Iran, with some being upgraded to enhance their capabilities. At the same time, it is
reported that Hezbollah also utilizes off-the-shelf drones for intelligence and surveillance purposes.*
By 2023, it is believed that Hezbollah had approximately 2,000 drones in its inventory. While the
exact models of drones Hezbollah has used against Israel are not entirely clear, it is known that their
arsenal includes drones such as the Mirsad-1, with a range of 124 miles, and the Ayoub, a derivative
of Iran's Shahed-129, with a range of 1,000 miles. Additionally, Hezbollah is equipped with Iranian
drones such as the Karrar, Mohajer, and Sammad.’

One of the most significant recent developments in Hezbollah's use of drones occurred on 14 October,
when the group is believed to have deployed a fibre-optic-guided drone to strike an Israeli army base
near Binyamina, north of Tel Aviv, killing four soldiers and wounding around 60 others.® This attack
was particularly notable, not just because the drone successfully hit its target, but more importantly,
because it managed to bypass Israel's defence systems undetected. This type of fibre-optic drone

3 Elisabeth Gosselin-Malo, "Hamas drones helped catch Israel off guard, experts say," C4/SRNET, 18/10/2023, accessed on 15/10/2024, at:
https://tinyurl.com/k47pf5kb

4 Omar Ashour, "How lIsrael-Lebanon conflict could redefine modern warfare," Middle East Eye, 14/08/2024, accessed on 18/10/2024, at:
https://tinyurl.com/zhzubj8s

5 Agnes Helou, "How drone warfare in Israel could dramatically change if Hezbollah joins the fight: Analysts," Breaking Defense, 20/10/2023, accessed
on 15/10/2024, at: https://tinyurl.com/4madyykz

6 Ivana Kottasova, "Deadly drone attack by Hezbollah exposes Israel's weaknesses," CNN, 14/10/2024), accessed on 15/10/2024, at:
https://tinyurl.com/mus24mve
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technology is rare and has previously been used by Russian forces in Ukraine.” Unlike traditional
drones, which rely on GPS for communication and are detectable by radar and defence systems,
this drone used fibre-optic cables for communication, making it virtually invisible to conventional
radar and missile defence systems. This advancement underscores a significant improvement in
Hezbollah's drone capabilities and poses new challenges to Israel's security apparatus.

The Houthis have similarly employed Iranian-made drones in their attacks on Israeli targets. Notably,
on 19 July 2024, a drone attack on Tel Aviy, carried out by the Houthis, resulted in one fatality and ten
injuries. Itisimportantto state that Houthis has conducted several other attacks with drones towards
Israel, but they had not been successful. The drone used in this attack was a modified version of the
Samad-3, the range of which the Houthis extended by 70 per cent. Due to the drone’'s flight trajectory
over the sea, it did not trigger air raid alarms, allowing it to evade detection and successfully strike
its target.® This development highlights the Houthis' growing sophistication in drone technology and
their ability to adapt Iranian designs to meet their operational needs.

Furthermore, in terms of the Houthis' drone usage, it is important to note that since the onset of the
Gaza war, their focus has expanded to the Red Sea, where they aim at vessels linked to or en route
to Israel, as well as US and UK warships and interests. Although many of these drones have been
intercepted, thesuccess ofindividual strikesissecondarytothe Houthis' broader strategy. Specifically,
they use drones to force Israel and other powers to deploy expensive air defence systems against
relatively low-cost devices. This tactic creates a financial burden for their adversaries. Additionally,
both the Houthis and Iran have gained valuable insight into Israeli and US defensive capabilities,
including their tactics, techniques, and procedures, through these engagements.?

Forlsrael,droneshaveplayedacrucialroleinsurveillance,intelligence gathering, targeting, conducting
signature-based strikes, and supporting ground operations. Although Israel has been utilizing drones
for decades, it has never officially admitted to arming them with missiles for strikes. However, during
the current war in Gaza, Israel has employed drones — alongside other technologies like Artificial
Intelligence (Al) —to target Palestinians, significantly increasing the number of civilian casualties.

Within the framework of the genocide it continues to perpetrate, Israel has not only deployed
advanced drones such as the Heron TP, Hermes 900, and the smaller fixed-wing Hermes 450 for
missile strikes but has also used smaller drones, including quadcopters, "fitted with machine guns
and missiles from the Matrice 600 and LANIUS categories” to directly fire at Palestinians.”

7 Olga Gordiienko, "Russia Deploys New Fiber-Optic Drones Immune to Jamming," United24, 21/8/2024), accessed on 15/10/2024, at:
https://tinyurl.com/3a5weesv

8 Rami Amichay, "Tel Aviv hit by drone attack claimed by Iranian-backed Houthis," Reuters, 19/7/2024), accessed on 15/10/2024, at:
https://tinyurl.com/5n8r3zah

9 Luca Nevola, "Six Houthi drone warfare strategies: How innovation is shifting the regional balance of power," Analysis, Armed Conflict Location and
Event Data (ACLED), 6/8/2024, accessed on 15/10/2024, at: https://tinyurl.com/25pht5nb; Ari Cicurel, "Houthi UAV Strike Against Tel Aviv Escalates Iran-
backed Regional War," National Security Briefs, The Jewish Institute for National Security of America (JINSA), 23/7/2024, accessed on 15/10/2024, at:
https://tinyurl.com/3c5xpd7e

10 "Gaza: Israel systematically uses quadcopters to kill Palestinians from a close distance," Euro-Med Human Rights Monitor, 19/2/2024, accessed on
15/10/2024, at: https://tinyurl.com/3d97yemr
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Furthermore, it is believed that Israel also includes small drones such Xtender and Wolverine
produced by Xtend, an Israeli drone startup. In a context of urban warfare, these drones are used
in indoor and underground operations, allowing Israeli forces to breach buildings and inspect
possible explosives. Wolverine is equipped with life-detection radar and gripping claws for
handling objects."

Lastly, Iran has been a key actor to deploy drones in the Gaza war. Notably, the Iranian attack on
13 April will stand out as a significant development in the use of drones, as it marked the first time
such a large number —170 drones — were used simultaneously in a single operation. According to
Iranian media, the drones involved in the attack were predominantly Shahed-136 and Shahed-131
models.” Although all the drones were intercepted by Israeli defences, it is important to note
that Iran announced the attack in advance and the drones took time to enter Israeli airspace. This
suggests that the primary objective of the drones was not necessarily to inflict direct damage or
casualties, but rather to serve a different strategic purpose, namely allowing Iran to respond to
Israel's actions without escalating into a broader regional conflict. By doing so, Iran could preserve
its reputation, as failing to respond could portray it as a weak power incapable of countering
Israel's manoeuvres.

How Drones Are Used in the Gaza War

Currently drones are widely used in the Gaza war by a large number of actors and for different
purposes. Their ability to operate in environments where manned aircraft and ground troops would
face significant risks makes them invaluable in modern warfare, especially in asymmetric conflicts
like that in Gaza. In general, it can be argued that drones have been utilized in six distinct ways
during the conflict:

Surveillance and Reconnaissance: All the actors mentioned above have frequently used drones to
gather intelligence on enemy movements and positions. Hamas has used drones to monitor Israeli
forces, identifying key targets such as surveillance towers, communication hubs, and military posts.
Hezbollah's drones have performed similar tasks in northern Israel, scouting Israeli defences before
launching rocket and missile attacks. On Israel's side, drones are deployed to continuously monitor
the Gaza Strip, providing real-time data on Hamas and helping to coordinate airstrikes. Based on the
data they collect from the drones, the Israeli army, by using Al-based systems such as the Gospel,
Lavander,and Where's Daddy has been able generate large amount of target lists, which have indeed
resulted in widespread civilian fatalities.”

11 "How Israel is using drones in Gaza," The Economist, 4/12/2023, accessed on 15/10/2024, at: https://tinyurl.com/mrhccefy
12 FrudBezhan,"The'Kamikaze'DroneslranUsedtoAttackisrael," RadioFreeLiberty,14/4/2024,accessedon15/10/2024,at:https://tinyurl.com/35w9e5uv

13 Gloria Shkurti Ozdemir, "Yapay Zek3 Hata Yaptiginda: israil'in Filistin Halkini insandisilastirma Yontemleri," Kriter Dergi, 1/5/2024, accessed on
15/10/2024, at: https://tinyurl.com/38zyss9n
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Precision Strikes: Hamas and Hezbollah have employed drones to carry out precision strikes on Israeli
military positions. Hamas' 7 October attack was a prime example of this, where drones destroyed
Israeli communication towers, blinding units in the Israeli army and allowing Hamas to penetrate
Israeli defences.

Nevertheless, the widest use of drones for targeting and precision strikes has been by the Israeli
side. As mentioned above, the drone technology has been often guided by Al-based systems that
identify possible targets, though there are concerns about the accuracy and ethical implications of
such autonomous systems.

Overwhelming of Defence Systems: Drones have also been used as tools to create "smokescreen" in
the defence system. Hamas and Hezbollah have capitalized on this, launching drones in concert with
rocket attacks to overwhelm Israeli defences which resulted also in confusion among Israeli forces.

Disrupting Communications: One of the most effective uses of drones in the Gaza war has been their
ability to disrupt enemy communications. Hamas used drones to destroy communication towers
and surveillance cameras along the Gaza border, effectively cutting off Israeli command posts from
their subordinate units.

Strategic Purposes: As mentioned in the Houthi case, the one-way/suicide drones do not directly aim
to hit a target but mainly to force Israel and other forces to deploy expensive air defence systems
against relatively low-cost devices. This also serves to gather intelligence on the defence capabilities
of their opponents, allowing them to refine future tactics for more important attacks.

Political Purposes: Drones have also been used for political messaging. For instance, in Iran's drone
attackonlsrael, despite deploying alarge numberof drones, the goal of inflicting significant damage was
questionable. Many argue that this was a strategic use of drones aimed at upholding Iran's reputation
by responding to Israel; Iran made a political statement without provoking an all-out confrontation.

Combat Effectiveness and Possible Challenges

As the above examples demonstrate, drones have proven highly effective in the short term, offering
each actor significant tactical advantages in different occasions. Their success lies primarily in their
innovative and strategic use. However, the long-term effectiveness of drones in warfare remains
uncertain for two key reasons:

First, as conflicts progress, both state and non-state actors adapt to the presence of drones,
developing countermeasures to diminish theirimpact. This has been observed in the Ukraine conflict
and is expected to continue in the Gaza war. While innovative tactics — such was the use of fibre-
optic drones — give an initial advantage, this edge is often short-lived as the opposing side quickly
implements countermeasures.
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Second, the sustainability of drone production and deployment is a critical factor that will affect
their long-term impact on warfare. Iran, which supplies drones to many actors in the region, faces
increasing pressure to maintain its production capacity while also supplying drones to Russia for the
warin Ukraine. This raises concerns aboutIran's ability to sustain drone exports toregional actors over
the long term. Although some non-state actors can produce drones domestically, their production is
not advanced enough to offer a long-term advantage. This lack of technological sophistication will
limit the strategic benefits of drones as conflicts continue.

Strategic Implications and Policy Recommendations

The use of drones in the Gaza war carries significant strategic implications for the future of the
Palestine-Israeli conflict, the broader Middle East, and the world. We are witnessing a shift in the
rules of engagement, where non-state actors now possess advanced technologies that were once
the exclusive domain of state militaries. However, the most profound implications arise from the
ways in which these actors may continue to innovate in their use of such technologies, potentially
leading to devastating consequences. One of the biggest threats is that the use of drones by non-
state actors not only introduces a new level of unpredictability and risk, but more importantly, this
shift could escalate conflicts by increasing the likelihood of retaliatory strikes between actors.

However, the greatest threat regarding the use of drones on the battlefield does not lie solely in their
current capabilities and the actors who use it. The real danger arises when drones are integrated
with emerging technologies, such as Al. Since Al models are not yet error-free, their use in combat
scenarios results in a significant increase in civilian casualties due to miscalculations. As discussed
earlier, Israel's use of drones, in conjunction with Al-powered systems, has contributed to the
dehumanization of Palestinians, often labeling civilians as potential targets and leading to mass
civilian casualties. The real threat, therefore, is not only the drones themselves but how they are
strategically integrated into military operations, particularly when aided by novel technologies that,
when used unethically, pose grave risks.

In terms of policy recommendations, global and regional actors must prioritize the development
of clear guidelines governing the use of drones and emerging technologies in warfare. These
guidelines must ensure that such technologies are employed in strict compliance with international
humanitarian law, emphasizing the ethical application of military advancements to prevent further
escalation and harm to civilians.

Conclusion

The Gaza war has demonstrated the increasingly pivotal role drones play in modern warfare,
particularly in asymmetric conflicts. Both state and non-state actors have utilized drones for
surveillance, precision strikes, and strategic purposes, marking a shift in the rules of engagement.
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However, this conflict illustrates that while drones are a game-changer in modern warfare, they
are not a panacea. As military forces continue to evolve and adapt, the future of drone warfare will
hinge on the balance between technological innovation, strategic adaptation, and the development
of countermeasures. Moreover, when more than one actor in the conflict possesses and uses the
drones, it prolongs the conflict.

Therefore, it can be argued that while drones have proven effective in the short term, their long-
term impact remains uncertain due to evolving countermeasures and sustainability challenges.
Furthermore, the broader implications of this conflict extend beyond military strategy, highlighting
the need for global and regional actors to establish clear guidelines for the ethical use of drones
and emerging technologies, ensuring compliance with international humanitarian law to mitigate
civilian harm and prevent further escalation.
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